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Disclaimer
The content and views expressed in this material are those of the authors and do not necessarily reflect the views or opinions of the ERA-Net SES initiative. Any reference given does not necessarily imply the endorsement by ERA-Net SES.
[bookmark: _heading=h.1fob9te]About ERA-Net Smart Energy Systems
ERA-Net Smart Energy Systems (ERA-Net SES) is a transnational joint programming platform of 30 national and regional funding partners for initiating co-creation and promoting energy system innovation. The network of owners and managers of national and regional public funding programs along the innovation chain provides a sustainable and service-oriented joint programming platform to finance projects in thematic areas like Smart Power Grids, Regional and Local Energy Systems, Heating and Cooling Networks, Digital Energy and Smart Services, etc.
Co-creating with partners that help to understand the needs of relevant stakeholders, we team up with intermediaries to provide an innovation eco-system supporting consortia for research, innovation, technical development, piloting and demonstration activities. These co-operations pave the way towards implementation in real-life environments and market introduction.
Beyond that, ERA-Net SES provides a Knowledge Community, involving key demo projects and experts from all over Europe, to facilitate learning between projects and programs from the local level up to the European level.
www.eranet-smartenergysystems.eu 
[bookmark: _Toc197869027]Introduction
This deliverable, D2.1 Requirement Analysis and Technology Assessment Report, serves as a fundamental document for the ZERODEFECT4PV project, a research initiative funded under the ERA-NET Smart Energy Systems (SES) framework. The primary objective of this report is to systematically delineate the functional and non-functional requirements necessary for developing an advanced panel-level monitoring and predictive maintenance system for photovoltaic (PV) solar plants. Additionally, it conducts a rigorous technology assessment to evaluate and select appropriate hardware, communication protocols, and data processing frameworks to ensure the system’s reliability, scalability, and compliance with industry standards. This document ensures traceability and alignment with the project’s overarching goals of enhancing solar plant efficiency, reducing operational costs, and promoting sustainable energy management.

Scope
The scope of this report encompasses a comprehensive analysis of stakeholder requirements, detailed system specifications, and a thorough evaluation of enabling technologies for the ZERODEFECT4PV system. Specifically, it addresses the design and deployment of Data Collection Units (DCUs), panel-level sensors, and a resilient mesh communication network, all integrated with an Energy Operations Center (EOC) for real-time analytics and decision-making. 
[bookmark: _Toc197869028]2: Stakeholder Analysis
[bookmark: _Toc197869029]2.1.Stakeholder Identification
The ZERODEFECT4PV project engages a diverse group of stakeholders ,that includes:
· End-users: Solar plant operators, energy providers, and energy-intensive industries (e.g., automotive, data centers) across Romania, Turkey, and Germany. These entities prioritize operational efficiency, cost reduction, and energy reliability.
· Project Partners: BEIA Consult International (Romania, project coordinator), INELSO Enerji (Turkey, hardware development), and Fraunhofer IFF (Germany, AI and analytics).
· Regulatory Bodies: EU and national authorities (e.g., Romanian Energy Regulatory Authority, Turkish Energy Market Regulatory Authority) responsible for energy standards, cybersecurity, and data protection compliance.
· Other Stakeholders: Distribution grid operators, infrastructure providers (e.g., charging station operators), academic institutions, and the ERA-NET SES Knowledge Community, which facilitates knowledge exchange and dissemination.
[bookmark: _Toc197869030]2.2. Stakeholder Requirements
These requirements are categorized as follows:
· Functional Requirements:
· Real-time Monitoring: The system must provide granular, real-time monitoring of individual solar panels, capturing parameters such as voltage, current, temperature, and irradiance .
· Predictive Maintenance: AI-driven analytics must predict potential defects and failures to minimize downtime and maintenance costs.
· Data Integration with EOC: The system must seamlessly integrate with the EOC to provide KPI-driven insights and actionable recommendations for operators .
· Mesh Network Communication: A resilient, low-latency mesh network (using LoRaWAN or xBee) must ensure reliable data transmission from sensors to DCUs and the EOC.

· Non-Functional Requirements:
· Accuracy: Sensor measurements must achieve an accuracy of ±2%.
· Reliability: The system must maintain an uptime of ≥ 99.9% to ensure continuous operation .
· Compliance: The system must adhere to GDPR for data privacy and EU cybersecurity standards .
· Scalability: The system must support deployments ranging from small-scale installations (100 panels) to large solar farms (1000 kW)
· Interoperability: The system must be compatible with various inverters and existing energy management platforms to facilitate integration into legacy infrastructure.





[bookmark: _Toc197869031]3.System Requirements
[bookmark: _Toc197869032]3.1.Functional Requirements(FR)

The functional requirements define the core capabilities of the ZERODEFECT4PV system, ensuring alignment with stakeholder needs and project objectives.
· FR1: The system shall monitor voltage, current, temperature, and irradiance at the panel level in real-time, with data acquisition intervals of ≤ 1 second to capture dynamic changes 
· FR2: DCUs shall aggregate and pre-process sensor data (e.g., filtering, compression) to reduce bandwidth usage and optimize transmission to the EOC 
· FR3: The system shall integrate AI algorithms (e.g., neural networks, fuzzy logic) for predictive maintenance, capable of detecting anomalies such as shading, microcracks, or soiling with ≥ 95% accuracy 
· FR4: The system shall support a master-slave mesh network architecture, enabling self-healing for continuous operation in case of node failure 
· FR5: The EOC shall provide a user interface with KPI-driven dashboards, visualizing real-time data and predictive maintenance recommendations 


[bookmark: _Toc197869033]3.2.Non-FunctionalRequirements(NFR)
Non-functional requirements ensure the system’s performance, reliability, and compliance with industry standards.
· NFR1: Sensor measurements shall achieve an accuracy of ±2% for voltage, current, temperature, and irradiance
· NFR2: Communication latency shall be ≤ 200ms, with packet loss < 0.5% under normal operating conditions
· NFR3: The system shall operate reliably in environmental conditions ranging from -20°C to 60°C and relative humidity up to 90%
· NFR4: The system shall be interoperable with a range of inverters (e.g., SMA, Huawei) and energy management platforms (e.g., SCADA systems), ensuring seamless integration 
· NFR5: The system shall comply with GDPR (EU 2016/679) and implement TLS 1.3 encryption for secure data transmission 



[bookmark: _Toc197869034]3.3 Constraints

· Regulatory Constraints: The system must comply with EU regulations and interoperability standrds, including GDPR and EN 50160 for power quality.
· Economic Constraints: The total system cost for a 1000 kW PV plant must not exceed €31,844, with master units at €35 and slave units at €16 
· Technical Constraints: The system must be compatible with  solar plant infrastructure, including polycrystalline and monocrystalline panels 
· Geographical Constraints: The system must perform reliably in diverse climates, as tested in pilot sites in Turkey (Taurus Mountains) and Romania (Beia HQ) ,and Germany(Fraunhofer Pilot Site)
[bookmark: _Toc197869035]4.Technology Assessment
[bookmark: _Toc197869036]4.1Methodology
The technology assessment followed a structured approach, evaluating technologies by taking in consideration  predefined criteria: performance, cost, scalability, interoperability, and compliance with project requirements. 
[bookmark: _Toc197869037]4.2 Sensor Technologies
· Evaluated Sensors: Voltage (0–50V), current (0–20A), temperature (-20°C to 100°C), and irradiance (0–1500 W/m²) sensors.
· Assessment Criteria:
· Accuracy: ±2% deviation from calibrated values 
· Power Consumption: ≤ 10mW in active mode to support solar-powered operation.
· Environmental Resilience: Operation in -20°C to 60°C and 90% humidity 
· Cost: ≤ €10 per sensor for large-scale deployments.
· Findings: low-power IoT sensors (e.g., Texas Instruments CC1352R) achieved ±2% accuracy in laboratory and outdoor tests. Sensors with IP67-rated enclosures demonstrated resilience to environmental stress, including thermal cycling and humidity exposure.
· Recommendation: Deploy Texas Instruments CC1352R-based sensors with integrated environmental protection for outdoor use. These sensors offer a balance of accuracy, low power consumption, and cost-effectiveness 
· 
[bookmark: _Toc197869038]4.3 Communication Protocols
· Evaluated Protocols: MQTT, LoRaWAN, xBee, and Zigbee 
· Assessment Criteria:
· Latency: ≤ 200ms for real-time data transmission (
· Packet Loss: < 0.5% under normal conditions (
· Scalability: Support for ≥ 2000 nodes in a single network.
· Security: Support for TLS 1.3 encryption and authentication.
· Findings: MQTT achieved an average latency of 180–220ms with 0.3% packet loss in a mesh network of 50 nodes. LoRaWAN demonstrated scalability for up to 2000 nodes with low power consumption, while xBee offered robust channel-hopping for interference mitigation. Zigbee was less suitable due to higher latency (300ms) and limited range.
· Recommendation: Adopt MQTT for server-side communication to the EOC and LoRaWAN for the mesh network, with TLS 1.3 encryption and AES-128 for data security. This combination ensures low latency, scalability, and compliance with cybersecurity standards 
[bookmark: _Toc197869039]4.4 Data Processing Technologies
· Evaluated Technologies: Node-RED, and AI model training alghorithms
· Assessment Criteria:
· Real-time Processing: Support for streaming data at ≥ 1000 events/second.
· Scalability: Handle data from ≥ 2000 sensors in a 1000 kW plant.
· Integration: Compatibility with EOC and cloud-based analytics platforms.
· Ease of Use: Rapid prototyping and deployment for edge processing.
· Findings: Node-RED enables efficient edge pre-processing (e.g., data filtering, aggregation) with a visual programming interface, reducing bandwidth usage by 30% .AI model training, respectively, but less optimized for real-time edge processing.
· Recommendation: It is ensured scalability, real-time performance, and seamless EOC integration 
[bookmark: _Toc197869040]4.5 Hardware Platforms
· Evaluated Platforms: ARM Cortex-M4-based DCUs, Lora Module ,and ESP 32 Microcontroller
· Assessment Criteria:
· Processing Power: Support for real-time pre-processing of ≥ 50 sensor streams.
· Cost: €16/slave unit, €35/master unit for a 1000 kW plant (
· Sensor Compatibility: Support for analog and digital inputs (0–50V, 0–20A).
· Power Consumption: ≤ 1W in active mode for solar-powered operation.
· Findings: ARM Cortex-M4-based DCUs  offer sufficient processing power (80 MHz) and low power consumption (0.8W). 
· Recommendation: Deploy ARM Cortex-M4-based DCUs for production due to their cost-effectiveness, reliability, and low power consumption. Use Lora Module and ESP32 Microcontroller for rapid prototyping and testing
[bookmark: _Toc197869041]5.Conclusions AND NEXT STEPS
This report provides a comprehensive framework for the ZERODEFECT4PV project, defining functional and non-functional requirements and evaluating enabling technologies to support advanced panel-level monitoring and predictive maintenance. By integrating stakeholder inputs, empirical data, and strategic objectives ,D2.1 ensures that the proposed system is technically robust, economically viable, and compliant with regulatory standards. The requirements address critical needs for real-time monitoring, AI-driven analytics, and scalable communication, while the technology assessment recommends proven solutions (ARM Cortex-M4 DCUs, MQTT/LoRaWAN)to achieve these goals.
Next steps:
· System Design: develop a modular system architecture based on D2.1 requirements and technology recommendations.
· DCU Development: Initiate prototyping of ARM Cortex-M4 DCUs, incorporating validated sensor and communication specifications.
· Pilot Preparation: Plan pilot deployments in Turkey, Romania and Germany,using  testing protocols to assess system performance in real-world conditions.
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